


How do you keep safe.online

Make a list of all the things you do to keep safe online:
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The facts and figures about Year 10 students

‘1in 3’ internet users are children (under 16)
“7in 10" 15 year olds have a social media profile

‘1in 4’ children have experienced something
upsetting on social media

Over 57,000 URL's containing child sexual abuse
Images

2,100 counselling sessions with children about Child

Sexual Exploitation
o °




What potential risks do these
networks have for their users?

* Location services

* Revealing personal information
* Fraud

* Inappropriate material

* Cyber bullying

* Grooming

* Talking to unknown people




Social media quiz

What is the average number of social media sites a 15 year old

has?
a) 2 b)3 d)5 e)6

On average, how many times day do children post on social

media?
)13 b) 16 d) 32

On average, what percentage of social media contacts has the user
actually met in real life?

a) 40% c)65% d)89%

What percentage of children have removed all privacy settings to
attract more friends/followers?

a)10% b)20% c)30% (d)40%



True story - grooming

* http://www.mirror.co.uk/news/uk-
news/distressing-video-reveals-how-facebook-
9560118



http://www.mirror.co.uk/news/uk-news/distressing-video-reveals-how-facebook-9560118

OF ALL VICTIMS UNDER 18,
2 OUT OF 3 ARE AGES 12-17

B 34% under age 12

National Sexual Assault Hotline |800.656.HOPE | online.rainn.org
2

Please visit rainn.org/statistics/children-and-teens for full citation.

Among cases of child sexual abuse reported to law enforcement:

® 7%

are stranger

< i59% _
are acquaintances

) 34%

are family members

93%

are known to
the victim

National Sexual Assault Hotline | 800.656.HOPE | online rainn.org
Please visit rainn.org/statistics/children-and-teens for full citation. 4

* High school students are the
main target as they have
access to social media and
an eagerness to form
friendship groups.

CHILD VICTIMS OFTEN KNOW THE PERPETRATOR
RN - \when asked, 3 15 year old

will claim that an
acquaintance is ‘someone
they have on social media’
but they have never met in
real life. &



The Law: Possessing images

* Having sexting photos or videos on your phone or
computer
If you are under the age of 18, the law sees you as a
child. Therefore, if you have any indecent images or
videos of somebody who is under 18, including
yourself, you would technically be in possession of an
indecent image of a child. This is an offence under the
Protection of Children Act 1978 and the Criminal
Justice Act 1988.



The Law: Sending Images

* Sending photos or videos
If you are under 18 and you send, upload or
forward indecent images or videos to friends or
boyfriends/girlfriends, this would also be breaking
the law, even if they are photos of yourself

(“selfies”).




The Law - Receiving Images

* If you are in possession of images of a sexual nature
of someone under 18 (even if it is your friend or
boy/girl friend), you are committing an offence.

e Offenders can be placed on the sex offenders
register and can be given a prison sentence.

* This is also the case if you have kept or printed out
an image sent to you by a friend



Consequences %

* Although the Police may not prosecute a teenager
for sending or possessing indecent images, this
could go down on their record.

* This could then affect any future employment such
as teaching etc.

* Also could affect travel — you can’t
go to America with a criminal record!




Class vote

Place a tick or a cross
on the thought
bubbles if you would

or wouldn’t do what it
says.

The whole form must
be in agreement.

If you disagree, argue
your,point as to why.

Taking a photo
of your friend
and posting it

on Facebook

image of your
boy/girlfriend

Sexting an
image of
yourself to your
best friend or
bov/airlfriend

Allowing your
boy/girlfriend to
take an image of
you without
clothes on

Printing out a
sexual image
that your friend

sent to you to
show an adult

Sending a
sexual image of
yourself using

snapchat

Meeting
someone you
met online

Colour code:
[J Things you would do
[J Things you might do
[1 Things you would never do

Taking a sexual

Taking a photo
of your friend
and editing it to
make it funny,
then posting it

Taking sexual
image of
yourself

Sexting an
image of your
boy/girlfriend to
your best friend

Taking your
clothes off in
front of a
webcam
because
someone online

Taking your
clothes off for a
laugh whilst
skyping with

your friends

Posting a photo
of yourself
having a good
time at a party

Sending a
sexual image of
yourself to
someone you
have met online

Posting a sexual
image you have
received from
your friend onto
a website like

Letting friends of
friends see your
online profile

Facebook
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O
&
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I Would you do it?
: Why/why not?
1 What might be the consequences?




Online banking and fraud

* More and more under 16’s have access to their
own bank account with use of a debit card.

* 30% of UK 15 year olds have bought something
online using a bank card.

https://www.youtube.com/watch?v=hOxxTaBP3xs
https://www.youtube.com/watch?v=w2tW50CD6AwW

Discuss the two videos.
What have you learnt from these videos?
Will it make you think differently about what you do online?


https://www.youtube.com/watch?v=hOxxTaBP3xs
https://www.youtube.com/watch?v=w2tW50CD6Aw

Where to go if you have concerns

* Any adult within the school — we are all trained on
safeguarding.

* From tutors or heads of year.

e www.childline.org.uk

e WWW.nspcc.org.uk

The important thing is making people aware of your
concerns.


http://www.childline.org.uk/
http://www.nspcc.org.uk/

